Abstract-In 2011, Wang et al. presented a efficient anonymous authentication scheme with high level security. In this article, we point out that their scheme suffers to server spoofing attack and fails to preserve user's privacy, besides the process of their proposal is incorrect. Therefore, an improved scheme is presented, which could withstand various types of network attacks. The security analysis and performance comparisons demonstrate that our proposal is robust and suitable for mobile application.
INTRODUCTION
With the fast promotion of network technologies, users can conveniently obtain the desire resources by kinds of portable devices such as (e.g., mobile phones, PDAs and notebook computers) at any time and any place. On the other hand, it also brings kinds of network security problems.
Recently, a majority of authentication schemes preserving user privacy [4, 5, 6, 7] emphasized the network security issues were proposed. In 2011, Wang et al. [7] developed an enhanced scheme with key agreement. In this article, we point out that their scheme is insecure to against server spoofing attack and is incapable to preserve user anonymity. Therefore, we propose an improved scheme which is secure to against various of security attacks. This paper is organized as follows. In the next section, we present the briefly review of Wang et al.'s scheme. Subsequently, we show its weaknesses in Section III. Then, we proceed with proposing our new scheme in Section IV. In Section V, the analysis of the proposed scheme and performance are presented. Section VI concludes the paper.
II. REVIEW OF WANG ET AL.'S SCHEME We will review Wang et al.'s remote authentication scheme in this section. The notations used in Wang et al.'s scheme are listed for clarify in Table I . 
A. The registration phase
if yes, executes step 3; otherwise, S rejects this request. step 3: Afterwards, S chooses a nonceW and computes
step 4: Upon receiving the repay message 3 1 In this section, we show that Wang et al.'s scheme is insecure to against server spoofing attack and fails to achieve user anonymity, besides its procedures is incorrect when the server authenticates users. 
A. Server spoofing attack
C. Authentication and key agreement phase 
the login request will be rejected. 
B. Replay attack
This attack is that the attacker re-submits the login message to S for impersonating users. It is impossible in our scheme since it uses random nonce. Due to the random nonce is varied in any session, the replied messages will dropped in step 2 and step 4 of authentication and key agreement phase.
C. Server spoofing attack
Server spoofing attack is not possible to be launched by the adversary to cheat users in our scheme, since our enhanced scheme provide the robust mutual authentication.
More over, the attacker cannot obtain R , W and i n from the message { } A B C , , [1, 2] . It is impossible for the
